2CeVau: Cybersecure Corridors for eVehicle Automation

1 The CeVau workshop
One important milestone (i.e., M5.2) included in Activity 5 is the project workshop. It was
organized during the project month 17 i.e., December 2020 as an online event (due to COVID19 measures). The workshop took place in conjunction with the well-established ITS Hellas
Conference (as originally scheduled, see part D of the action) which gathered an important size
of attendees i.e., more than 350 registered participants.

Figure 1 The 2CeVau workshop agenda

Based on its rich agenda (see Figure 1), the 2CeVau workshop efficiently facilitated the
dissemination of the project concept and achievements in a broad stakeholders’ community.
Despite the belayed start, coming after a dense program of the ITS Hellas conference, the
workshop attracted the interest of 26 - 42 online participants (in the course of its time duration).
In what follows we briefly describe its content.

1.1 First part: Presentations from consortium members
A short welcome by the workshop organizer (i.e., ICCS) opened the workshop. Its first part
included five short presentations delivered by consortium partners introducing the concept and
so-far findings of the project. The introductory presentation delivered by the project
coordinator (see Figure 2) provided the means for the audience to familiarize with the project
concept and objectives. Four technical presentations followed describing the selected usecases, the risk analysis methodology as well as the details in identification of involved threats
and security/privacy requirements.
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Figure 2 The 2CeVau coordinator introducing the project scope and vision

The first part concluded with a short presentation of the design of the SAT which is currently
under-development in the context of the project.

1.2 Second part: External expert talk
An invited expert from ENISA (Dr Apostolos Malatras) followed delivering a detailed
presentation of the work done by the agency in the area of connected vehicles (see Figure 3).

Figure 3 ENISA expert presenting the work carried-out by the agency

Special emphasis was placed on the latest ENISA report (published in late November 2020)
that was dedicated to the cybersecurity holistic view of the connected and automated mobility
("CAM") ecosystem.
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1.3 Third part: Round-table live discussion
Finally, a round-table discussion (see Figure 4) concluded the workshop shading some light in
theoretical and practical cybersecurity challenges of the considered environment. Apart from
two consortium partners (i.e., Mrs. S. Papathanasopoulou from the Hellenic Ministry of Digital
Policy and prof. C. Lambrinoudakis from UPRC) there were two ‘external’ experts, one
coming from academia (prof. C. Kalloniatis) and one coming from the EGNATIA runway (Mr.
A. Iatropoulos). The discussion was moderated by Dr. P. Pantazopoulos moving from generic
cybersecurity challenges in the connected vehicles and then directed towards dedicated corridor
challenges.

Figure 4 Discussing the cross-border cybersecurity challenges in the round-table

Among the interesting ideas discussed, a few noteworthy highlights perfectly in line with the
view of 2CeVau work, are the following:
• The notion of “IoT on wheels” (used also by the ENISA report) is becoming
increasingly relevant to present the way that the connected vehicles paradigm should
be considered in terms of cybersecurity challenges.
• The propagation of threats in the complex setting of the connected vehicles and
accordingly in the cross-border corridor (and relevant ICT infrastructure) is demanding
and remains an open research challenge.
• The role of the end-user (i.e., driver) as a potential source of risk or vulnerability for
the whole system was pointed-out both from the research and the highway ICT
infrastructure standpoint.
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